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gN21ANAINNI5 LY Al

Ns3bravestayaiiiluainudu (Leaking Sensitive Data)
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gN21ANAINNI5 LY Al

Paslinulasnsislulan (Security Vulnerabilities)

Al dnaguuziilani viawle" udldle "Jasadeian” 1wy leadidussia SQL Injection, Cross-Site Scripting
(XSS) #38n15kivin Input Validation
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n1sazLiindvanswensias (Intellectual Property & Licensing)

Al 9191lAnNTdyIeugInkuY Open Source Miduen iwuinuunlglungandyd undumiusi mns
lUldlulusianadenndivdlaglinmaaeu enagnilasieaniendsla
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NslaRnYed Al 1399uAnLNg (Al Package Hallucination)

Al 913uuz il Library %5 Package 7kifloga3e waninasenaasne Package Uasuludaiiug 1al3 (Supply
Chain Attack) Wathiaunds@ianmiy Al faglasusiawisiud
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AYNDINAIINNTT LY Al

N151AANMLN LA luda e (Skill Erosion)

ntiniisun Copy-Paste lanlaglainga1uyinaiudila weiia Bug Seusslussuu vilinngaiawdia bug
wazunlulagn
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W1n5g1uNYw U3

OWASP (Open Web Application
Security Project)

WRILILIUNALATU

p819UaannNy

NIST (National Institute of
Standards and Technology)

nsisulanag1sUanndeldunszuIung

741 dudsUfuiniuuinsgiunay

LnQVMQﬁQﬂﬁauﬁaﬂaqﬁuﬁaﬂwduazﬂwi Aog19u1nss1uluns
9

Taudnislatues dnansu1nsgiunas CERT Secure Coding Standards

o L NUULDUNALATU
LUIN19nY8lin1stdeulAandnl1y

UaonNagady

Microsoft Security Development
Lifecycle (SDL)

CIS (Center for Internet Security)
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OWASP TOP 10 (2025) fAaazls

ensvedniiiuaulasadeiinulssnazdauddgunigaluseundinduiv aviilag Open Web
Application Security Project (OWASP) &allussAnslanansmwaniilsiigatunisuiuugnnudasndaves
gouAwIs Ten1stizgnevinnlussesifieasvieuisdonnaunazdedniinuusefianiuvae iy
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Al - Broken Access A2 - Security A3 - Software A4 - Cryptographic A5 - Injection
Control Misconfiguration Supply Chain Failures
Failures
A6 - Insecure AT - Authentication A8 - Software or A9 - Security A10 - Mishandling
Design Failures Data Integrity Logging & Alerting of Exceptional
Failures Failures Conditions

9999014 : https://owasp.org/Top10/2025/
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OWASP TOP 10 (2025) fAaazls

2021 2025
A01:2021-Broken Access Control = A01:2025-Broken Access Control
A02:2021-Cryptographic Failures A02:2025-Security Misconfiguration
A03:2021-Injection ew)=, A03:2025-Software Supply Chain Failures*
A04:2021-Insecure Design A04:2025-Cryptographic Failures
A05:2021-Security Misconfiguration A05:2025-Injection
A06:2021-Vulnerable and Outdated Components \ A06:2025-Insecure Design
A07:2021-ldentification and Authentication Failures > A07:2025-Authentication Failures
A08:2021-Software and Data Integrity Failures > A08:2025-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures* > A09:2025-Logging & Alerting Failures*
A10:2021-Server-Side Request Forgery (SSRF)* (New) A10:2025-Mishandling of Exceptional Conditions
* From the Survey * From the Survey

919899 : https://owasp.org/Top10/2025/ S IN (Q:: RITY



A1 - Broken Access Control (msmauaunisidndsitligndas)

mﬁﬁr;:ﬂﬁi’fmmmL%’ﬂﬁﬁaagaﬁaﬁqﬁﬁi’j’uﬁmumhjﬁﬁw% JYUUAISALLNSINNAENT (Authorization) LNl
User Mmluidnlmansdoyaveswmues kag Admin wirduidmaadule uwinnssuuilveddniil Hacker 9t
AUV INNIUTDINA LA UL R

Admin Panel

https://vulnerable-website.com/login.jsp?admin=true

Broken Access Control

97999014 : https://owasp.org/Top10/2025/A01 2025-Broken Access Control/ S IN (Q:: RITY



A19819N1SLANR Scenario #1:

weunanduldtayandalalasunisnsiaaeulunisisenly SQL wWewindsleyavesUayd

=l 1

AlanALie AN lwn1318mes requestedAccountld' TutusiwesiedamsneavUaydn

v A

Ao Mnliiin1snsivaeuagegnaee Jlandaunsainfseyadninlvdus ln

v o9

https://example.com/app/accountinfo?acct=2
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ﬁ’saﬁjﬂﬂﬂﬂ'ﬁiﬁma Scenario #1:

AlanAiiesAnsIu URL vaskeniiy anduldiusiwesidnluds URL wWwane
Mnfkanedlddnsveseniud miunsiin URL dulpenss

= 1

yinglilallasunistiuduanansainfamilanimilsle Yudeduselng

<

mmﬂ%’ﬁiﬂﬁ@j@LLa'ﬁzwmmﬁaLﬁi’hﬁmﬁﬁ@uaﬁzwiﬁ DA ugeliiunu
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&« O 6 https://0a7e00a9048c305b805d2b71008000dd.web-security-academy.net w d%

WE LIKE TO

SHOP.—J\

Babbage Web Spray WTF? - The adult party game The Alternative Christmas Tree Six Pack Beer Belt
$2594 $86.08 $79.37 $18.45

View details View details View details View details

SINQRITY



« O B6 hﬂps:,f,fl)a?90039048c305b805d2b7’1ODSDODdd.web—securit}r-academy.neit,fadministramr—panel

Users

wiener - Delete
carlos - Delete

Home | My account

SINQJRITY
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ASASLALY LazUeany
l91ann1s "Deny by Default" (Uftaslinaw)
szuumsee ldeun Tlasidnfserlsiay auniiasiinnsszyansadaiau

NTIIEBUAT parameter 7K Client wag Sever liAisnsivgaulARlaRaLAen

n1seenkuumIsATsRaansues i uluwsazdng 1vinsanunis

MUV DILDUNALAY UL
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A2 - Security Misconfiguration

(N15A9AIANUUadANSNHANAR)

YRAMINANIINNITANUAAITZUUYS B LR UNALATUDE 1 L Uaanse
WU NslgAsaAunlduasnny wseni1sWaldeuiengun iy

SECURITY MISCONFIGURATION ATTACK EXAMPLE

9 © g

P m— é-gfs’q,aff;?,i';esrfo The Attacker Determines
an Internal Which Devices are Using
Network I I Default Credentials

O III] > ==
]
1 > \
____ — ) @

ATTACKER . ———

The Attacker Takes Qver
All Vulnerable Devices
with Default Credentials INTERNAL RESOURCES

9199901 : https://owasp.org/Top10/2025/A02 2025-Security Misconfiguration/ S IN (D\ RITY
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Scenario #1:
Wsnesunsaudunaundiatussaulaglulainisavueunadiatunludidusanain

B3 waunanduinfnunietiu anagednimuanuasadendngnilaudliiie
Tauagses wu Jesusuldlagniudeuwdas glasfagidngseuumesianiususy
Lazinasasaualualussuuly

Scenario #2:

Directory Listing gniUaldauuui@inies glauanuitaiunsaisengsienis Directory ba
VR lauAaLnsavinnsgildsnen eguudsniiesla @senanulng Source code 5o
Config #1949 Antiuglaudliveswinnuiialunislaudssuusely

SINQRITY



8 Index of fadmin/backup * -+

< C @ wwwvulnweb.com/admin/bac

Index of /admin/backup

Name Last modified Size Description
ﬁ Parent Directory -
FTP_ls.log 2020-04-27 09:20 63K
database connect.php 2020-04-27 09:20 300
@ db_dump.sql 2020-04-27 09:21 96K
old_pass txt 2020-04-27 09:22 63K

Apache’2.4.43 (Win64) OpenSSL/1.1.1g PHP/7.4.5 Server ar 127.0.0.1 Port 80

SINQRITY
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a5190ImIgIUMSReAnsruUUaensy wazthunldiuynaninwindeu (Dev,
Test(Uat), Prod) Toawdlouny

auganaws, MogelaUndiaty, iunaaoy, wasUnyTylan
Lidndueanliivue

TFaSasilnaunnuyelnionlulfiinns19deunITaIA IR Na L us oy
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03 A3 - Software Supply Chain Failures

(AUAULNAIVDITDNALITUNTY)

Funslaudnlallfjadluiivenduimanlanss
ulauFann "undeiiun’ vide "nsruIUNTEEe Uy
yilvmendaiglalasuludulivaensodausiuan
nslelasTunanate, nsldwensuas third- party

N0l

971999014 : https://owasp.org/Top10/2025/A03 2025-Software Supply Chain Failures/
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& Threat actor accesses

Threat actor SolarWinds network

-->

Threat actor moves through
customer networks to gather
information and steal data

software updates
Threat actor tests code in

SolarWinds environment

Qg
_ Tt - [
/
|

Customers download and
install software updates
containing malicious code -

Malicious code beacons to
threat actor’s infrastructure to
alert threat actor of vulnerable
customer networks

Threat actor uses malicious
command and control code

to gain access to selected
customer networks

Threat acoradds maliious \/ander MiFaiiognlanfdnetauad Weldwovliiiues Vender
code to SolarWinds Orion

yhliaseswosnagnlaniluse

A18E19

- SolarWinds TuU 2019

dlandlataneiingseuunieluves SolarWinds wagils
langawas wrlUlulndluuniveswenduas

510 SolarWinds Uaeesuiammenduag fignilalds
HognAvhnssuinageniuasignilslansiauad vinlsr
Lﬂ%@wa\‘igﬂﬁw%gﬂa@ﬁgﬁﬁaLL?ﬁﬂﬂiﬂjiﬁ’JSolarWinds
Useanad 18,000 a9ANSbASUNANTENU
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Markets Tradev Tools v Finance

R

BYB\T Buy Crypto v

- Bybit (WaUnNUAUS 2025)

- glandlayadilaumlun Safefwallet} Fudulegdu Third- = (@) ETHUSDT ?.,(5(:;.'%,.889 g s o
= Y et 2,662.
party 1 Bybit 14 Dege?
- legglaufanunsa bypass N159533@RUYINIAINN50YINNNT Chart Info TradingDat2

lougheduainszuveentle
- wemsivilgadetuludseanu 1.5 Wuduseaansa




515wty wazdaeny

au dependencies Nllald, ssausznay, g, wazienarsnlddndusen

YINNIIATIVFOULIDSTUN LY VRSP UALALLITTNIBST (WU SIS, tausnsd) Tne
T9@Soetia WU versions, OWASP Dependency Check, retire.js “18

sz Taunasdoyandresiaiiled 1wu Common Vulnerability and Exposures (CVE)
uaz National Vulnerability Database (NVD) dw¥udostnilugrudsznauiinnild

lpSesiiniiATzvdIuUsEnaurenAwls (Software Composition Analysis)
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A4 - Cryptographic Failures
(AMURANAINVIINITAIAINISLUISE)

Jugedminfnannsldmadisianlumanzan  wu  msldnsdnsianlivasndensonisdnnisngyuws
U13%a(Encryption key) 71l4@

D19DINY : https://owasp.org/Top10/2025/A04 2025-Cryptographic_Failures/ S IN (Q:: RITY
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Scenario #1:

weundnduliladeduld HTTPS vilviiledlddonduriu Wi-Fi a3
3 1 YY) . [ [ gj Y

Lgninasanunsasndu Cookie wavaiusaallugldmutiulaviug

Scenario #2:

gutayanuavdnsinsinlaegldnisidnsfawuy AES-128 wsisa Encryption
Key ndugniiulilulvd configjs vu@snesifediu mnudnnesidnfelug
1§ dagatnsnanuanazlilunnududnsely

SINQRITY



515wty wazdaeny

seyiayatuvu "geulnd’ (W wwlnsusenvy, Toyaaunin) ieiuseddnvoya

9 Y

wiatuazlesunisdasiugaage

UsAUlY HSTS (HTTP Strict Transport Security) telwiiulainn1sieusio
VAVUAQ NI TITELALD

JenusarulaglgiantulLeriud N saaziinsiiuA1vead nsaunle delay
factor L3y Argon2, scrypt, bcrypt 130 PBKDF2

Yanslaanu TLS 1.0/1.1 wagsiuunly TLS 1.2 %59 1.3 iU

peglgluslamaainn 1wy FTP wag SMTP dusunisausstonanilainudinsy

Y
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A5 - Injection (nsunsnAnda)

FoalniniinainnisiiveyanliunvenounldluAiduty SQL Injection, Command Injection vinl#
Fsrinesiinsuszinanandsdunsienlilmdugagsmnsvesweundndu

SQL Injection

99839974 : https://owasp.org/Top10/2025/A05 2025-Injection/ S IN Q RITY
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Login weunawnduldveyanliundenelunisasieids SQL nYelnd
AasiolUL:
Username

Password

Login
Usemame

administrator’ or 1=1—-

Password




My Account

Your username is: administrator

Email

Update email

19819015 LAUR

SINQRITY
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Scenario #2:
n1slaumluy SQL Injection laanisusuilasuan id Tuusiwesiiioss

@1 ' UNION SLEEP(10):—- LUa1u1saviinnnIslaufnasdInanssnume

JudeyataziaUndindulasgiauin Al

Aslaufiuuy SQL Injection Tnenisusudsue id asnsade
Aramneasida SOL TrRsdeyarismunannmmmteusingsiaudle
vieaudoyald uenanifianunsadenld Stored Procedures it
dunsela

SINQRITY



515wty wazdaeny

N uﬂumsﬂamu SQL Injection ARNISLY APl Wnunsly Parameter Lagnsa
RN UABDUUUNITALNDS Lwaimuimwmiamm?uauaLUulﬂamaUaamﬂaLLav

UUEANTNIN

ldnsnsiaaeuteya input Hagsies ununnIsnsIdeun client (web-browser)

mm‘umaqwuimmmwmaaaa 1‘1/1‘1/]’1?1’]3?{31\‘1 whitelist 9nvseiAwlnglyn158519
g whitelist ‘VlLQ‘V\I’WUL'ﬂ’]w'ﬂﬂﬁ’]%iUW}LL‘Uauug]

19 LIMIT wagn1saiuaw SQL U 9 msf[,ummLwaﬁmﬂumimmmeamammuma
Tunsdiiiin SQL Injection

SINQRITY



A6 - Insecure Design (nmsesnuuuiilivasnsis)

Po9liNNnIINN1TENLULLUNELATUT AT sANNUaRASY 1Tl U1AnTT
fisamuaulaeniensidunauniseantuy lulainstdesiugliuunisiaum
A19°) M19139zARTULARUALOUNELATY

971999014 : https://owasp.org/Top10/2025/A06 2025-Insecure Design/ S IN ((D\:: RITY
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Scenario #1:
nsld “questions and answers” Tunsgudusiau 1Wun1studumnuil

2
Y A

Uaonse wagldawisaduduanuduanveswestnduulaass

Scenario #2:
Tsanmeunslusluduildandmiunisassuuunguuas imualvdigidv
asgrauielaglidesind flavfannsamdesminnesnuuuiiianan
LaEnUInaansnvesfitmniesiituasnnlsanmeunslunSuiediens
Sosaifisdlsifinds FoiliAnnisgadessldesnameana

Scenario #3:

uoUsnAsuonligldldduutuiiea Anau luldilrnnagleusuly
wthune naredulufsiuandmunsuuy

SINQRITY



ALICE

transfer = TRUE

TRANSFER REQUEST

Alice Smith -> Bob Doe
Amount: $20

Account Before: $510.20
Account After: $490.20

FUNDS CHECK
IF account_balance > $20

TRANSFER

Alice Smith -> Bob Doe
Amount: $20
Account Before: $110.60
Account After: $130.60




ALICE

transfer = TRUE

TRANSFER REQUEST

Alice Smith -> Bob Doe
Amount: $-20

Account Before: $510.20
Account After: $530.20

FUNDS CHECK
IF account_balance > $-20

TRANSFER

Alice Smith -> Bob Doe
Amount: $-20

Account Before: $110.60
Account After: $90.60



515wty wazdaeny

mimamamummﬂaamaLLawmimumemeaamaLﬁmmJ User
Stories LUuaamﬂmiumﬁwwuwanLm‘mﬂaamm

ANSMSIFDUAINUT DDl ULAALTUYBILAUNALATU (311 frontend D4
backend)

11AN15HE9U Resource Tnegldnuvseweiiaveswaunindy

mmumwmmmim secure development lifecycle ﬂummmmmmu AU
UaaﬂﬂSﬂﬂuLL@ﬂwaLﬂ%uﬁlumiﬂiwLﬂJUﬂ’J’]@JiJﬁEJ@ﬂEﬂumia@ﬂLL°U°ULLEJ“LJ‘W@LWU‘L!
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AT - Authentication Failures

(NFTLYMINULAZNITATIVERUANTNANWAY)

Yol IMANIINNITIANITNITILUMINUKAENIINTIVERUANTT LIUABASY Wi nstdsiawinAInmaIdie
viseNsInnIsatunlivasnse

9999014 : https://owasp.org/Top10/2025/A07 2025-Authentication Failures/ S IN (D\ RITY
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Scenario #1:
1Y Al 1 1 a < o = 1
N3l password fiAaa191e liiin1siUasu password WUz nio kil

policy Tun1393 password dnazgnlauiladne 1ieeanaIunsanInm

password a4

Scenario #2;

msksAamunenguesatiluneundindulsigndes dildneuiiumes
as1sztitedfsueundiady unuizdon "oenanszu’ fldazaudiv
usIweiiaziueenll mndglilszasdninunldreuiinesaisisue
Aostiusle anssalfueundeduiisadussliunengvosldonld

SINQRITY



515wty wazdaeny

pasldnnsmsaaeutiyduuunanaifade (multi-factor authentication - MIFA)
Weatlesriunislasmtszinn Brute force waznisihdayadnsiangnalus liunldlunadnseuy

nuns Password fugau Tneanzdmsudlduaniiv

o o = QI ¥ | ddl v v
AMNANTR LWNﬁ‘zﬁlszJ@WIuﬂq?Wﬂqﬂ’]NL?JW@J?%‘]_I‘]_I TUNTUNINTZLLAN AN

SINQRITY



A8 - Software and Data Integrity Failures

(NFAUMAIVBIANNANYTAIVDIBINALITUAZVOYA)

YaalnINNNIINNITVINNITNTIFARUANANY TNVRIwa AL ISUA UaYa (U
nseUwsgandwIsanuvasnliiens yinliluldandumny dn1sialén

U A o 14 1 6l 1 = 1 1'%
dunseviigladuseasrnanunsanonnudemeseseuuls

971999014 : https://owasp.org/Top10/2025/A08 2025-Software or Data Integrity Failures/ S IN <>\ RITY
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Scenario #1:

gunsaleghausumeivisendasii dnvinssuunsiaaeuaulaendevazdunng (Unsigned
Firmware) yhlsigfynsnanusodsliidUasundlumunuedodldie Falymiufluen e
Fossoduimslugflusunanriesorunitauasidnldiadosiutiuluies

Scenario #2:

flaudidfeszun Build System (u Jenkins %3e GitHub Actions) wazuaunAlvarsUaTily
Tuns Compile woviLs wildnduatiuazasnds usvenduasianyie (Artifact) fign
dewanlumgnAinaull Backdoor #eag inszliiiinsnsivaeuniugnaesvastnalumn
Funouves Pipeline

SINQRITY
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14 digital signatures Tuns8uduI1 waNAWITNIBVBYANIINUNAINGNADY

wazlalagnunly

nsvaeulnnulad libraries way dependencies WU npm %38 Maven 71l
NUNMNLEARRRa LA

As29aaulLulaINTnsZUIUNTSASI@U (Review Process) @115Un1s
0 WaguLUadlAnazn1saIal lieanlen1anlannsan1saIaidueunsI8y

gnuingueniLITIaIna

SINQRITY



AQ9 - Security Logging & Alerting Failures

(NMsUuINUazn13A I UANNYaANENAULRAD)
FoslmiiAnannisuianistuiinuasnisnsiadeuAanssuiidfny 1wy

e [ =1 o’d' o .
n1shafinstuninmsnsalnd sy (Logging)
= 1 1% S ¥
mamﬂmmwaaummﬁmmaummﬂaamm (Alert)

D19DIY https://owasp.org/Top10/2025/A09 2025-Security Logging and Alerting Failures/

SINQJRITY
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Scenario #1:

szuutufinamnzmsdigszuuiidnsa us lituiin madgszuuidume
(Failed Logins ﬁﬂwﬁwammmigﬁ%‘ Brute Force 39 Credential Stuffing
ansstarulUBene Tanansdundlaeiiviu Security lfiumnuiinunily Log
Lae

Scenario #2:

anohunsitnfialig Log lilasunistesiuinne wWeusninesiangssuuladisa
QI dl o & " va, dl a 1 = o .
Awsnilwnagyinme "auuseia” eunUasessey winis1lidin1siin Log Integrity
wsode Log LUgY Storage Mlzulangnafen 1513gluausavin Digital Forensics
Warausalaay

SINQRITY
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mmaaﬂﬁuﬂadwmilfﬁ%jizw NSNReURYa warTINE Error MARYu

a1unsansIvdeUTeyasuneagseseruna I sadunnlanseauiuuIun
YoslimisanaLiossylndmiasderiadusunie wasiiusnyideyatild
wuneLiNe iaunsadnsizinieianyluniendala

asyvgeulawilainnstuiinteyagnasielusluuuilegdunisdnnis Log
anunsahlldlaegrsiedmsugunsainlslunisinsieideya

nsyvaeuliiulainteya Log ladinsinsvidedegnaes iiedesiulalvdngg

laufszuuiudeyansassuuildlumsiiaseiteys

SINQRITY



A10 - Mishandling of Exceptional Conditions
(nM35uiiannuinunfinianain)

v 1 [ [ 1 a‘dl 1 a A 1 a
ﬂﬂUﬂW?@\ﬂuﬂ’]ﬁ‘ﬂﬂﬁﬂu, MTINAL, Lmemummmmum?mwiuﬂﬂmm@immmﬂmi’u

svuy avenai llggesiuddnuanindasnady, ssuuan, visenganssuilinesyasd

2 RESPOND

~=\\ Responds poorly or not at
), all after the situation
S occurs.

DET ECT
Fails to identify the
situation as it is happening.

PREVENT

Fails to prevent an unusual
situation from happening.

971999014 : https://owasp.org/Top10/2025/A10 2025-Mishandling of Exceptional Conditions/
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Scenario #1:

dloszuunin Error (W Database WWousiolalld w5e Query Anwann) Wil
FOUARINANGU Stack Trace, 3o Table, Nostuvosondias visusiug File Path
Tugswesesnuigldiiu glausaunsalddoyadinanlunislaudla

Scenario #2;

J2UUiinaLIAavS (Authorization) nawdnfiateya uiiin Exception Tussning
nszUIUNITRavEIUNef winlaneulilishny ssuvenavsdiutuneunisine
Tuazeugnlvigldinnetayalalae

Scenario #3:

weunawntuinisadliinnsdUlnanlid uiliivdealwangnanlifiun
Lﬁulﬂﬁﬂﬁw%’wenﬂ':?gﬂiﬁt’?lﬂawm yIALAA Denial of Service - DoS

SINQRITY



515wty wazdaeny

%4

0 1% Rate Limiting, Resource Quotas tiaUaiiugn1zRanuns AILARLNI

RTIVADUBUNROLITNIA (Strict Input Validation) 531890130594
WIDN1SUANLALIS NV UDURT Y

Lanaanau Error wuund bl wu "indelianain nganasdln
Aeuae” d@usvaveeadanadalmaulilu Log nnelumniuy

nsvaeulnuladilonin Exception syuulavinn1sUa Connection #3®
AY Memory 8g139gnaad titedeanunislau@uwuy Denial of Service

(DoS) NN IANTHYINTYNLTIUNLUA
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G o e : SINQIRITY
LU INNAITANUUNNTENUTLNITN RN RN AU NALATUaE N U aanne

sUnuunIsWauuaUnadulaasuliuad

App code
Dependencies
Containers
Network
Kubernetes

Cloud

FaenseauAnnuag laludy . : . 5 5 . z 5
b ABINITNITNTINFDUBIAUTLNDUIN A99N15 1 LRl UEIUYDININITHAI LU

ANUUADAN Y TUNSNAILILDUNALATY ¢ d o o o - - ¥ >
29AUsEnaUNLNNN LY umﬂ%amﬂgﬂmaq NALATULAZNITAIATUDIAANIN

3elvadlivsaly




LU AT ANTIRNNTE WS UNTR UL N A AT Uati 19l aaasie

ASIVEDUNITWRIULDUNALATU WU 11 Pentest

d #333d0U Operating
System Lyu 911

o Vulnerability
BRI -

*  ArsAsRERUYNT AU

] 1 Assessment

o PdudedifiuIvainuneItes
* nnulan 919V lunTdsIuaIT
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LU NN AT A NTIRNNTEUSUN TR LA U N A LT et 19l aaasie

MIIAEDUNITNAIULBUNALATU 19U 911 Pentest

4 #3738V Operating

System L1 911
=

v
VN

*  WUYDIII UYL AANDUNITWRIU

Vulnerability

S e et Assessment

°  WaWNEINNSaRNYIlnIleLed LRag COS.?
) - audi

T VKUV IYUINTIAADY rshifted
left”

*  %palUINFIIEDUINNNITYN Pentest,

VA anad Y ALNUN1Sasauillanid

Gouldtios SIN@RITY
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A modern approach to security is required

Traditional App Sec

Testing after development

Code and Infrastructure
Secured Independently

Dev-First

Continuous Testing

Holistic Cloud Native
Application Context
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https://owasp.org/www-project-web-security-testing-guide/assets/archive/OWASP_Web Application_Penetration Checklist v1 1.pdf

OWASP

The Open Web Application Security Project

Checklist

OWASP-AD-001 | Application Flooding

AppDOS

Ensure that the application
functions correctly when presented
with large volumes of requests,
transactions and / or network
traffic.

Use various fuzzing
tools to perform this
test (e.g. SPIKE)

OWASP-AD-002 | Application Lockout

Ensure that the application does
not allow an attacker to reset or
lockout user's accounts.

OWASP-IV- Script Injection Ensure that any part of the Classic case of Cross
InputValidation | 001 application that allows input does | Site Scripting but
not process scripts as part of the includes other
input. scripting as well.
OWASP-1V- SQL Injection Ensure the application will not
InputValidation. | 002 process SQL commands from the
saL user.
OWASP-IV- OS Command Injection | Ensure the applications will not This typically
InputValidation. | 003 process operating system includes issues such
os commands from the user. as path traversal,
spawning command
shells and OS
functions.
OWASP-IV- LDAP Injection Ensure the application will not
InputValidation. | 0p4 process LDAP commands form
LDAP the user.
OWASP-IV- Cross Site Scripting Ensure that the application will not
InputValidation. | 0os store or reflect malicious script
XSS code.

SINQRITY




OWASP ZAP (ZAP Proxy)

OWASP Zed Attack Proxy (ZAP) iuip3esile Web Proxy 8nuilsiiifeuldiuiludmsunsvaaeuiaigssuuiiu (Web Penetration
Testing)

zAP Julusiand Open-source dalwldaung 5i5ulne Open Web Application Security Project (OWASP) wazlasunisguasnwlay
gurutniau ddlutdldftiihuaieiesdedimaiulnesnann waeidldfunisseuiulunanedrmadilugiugdirduaiasiio Web Proxy uuu
Open-source Tutlagtu gnuisniidedn Checkmarx dufiunistioly uissasdosliiiinislinioy

SINQRITY



OWASP ZAP

ianansaanaiivan ZAP Tdarnuinaidlnan (https://www.zaproxy.ore/download/) Tneidensfings (nstaller) finsafiu
szUUUTRnsTeld warUftRmusuusihiuguiievhmsiasuenaini

zAP faillvinnailvantuguuuulild JAR fisosfunsrauduunanesy (Cross-platform) Fsanunsadaldanuldsemds java jar wie
Tnanssudandndilidsana

€ > C | % zaproxy.org/download/ a%x 01O :

ZAPW Bl Videos Do tation  C iy Q _
e, 5 i e A

Download ZAP

A Warning - Browsers may flag the ZAP releases as potentially dangerous
There does not appear to be much we can do about this.

For more details see :

A Warning - ZAP releases are currently unsigned.

On Windows, you wil see a message [ike: 24P_cversion>_windows.exe {sn't commonly downloaded. Make sure you trust ZAP_cversion> windows.exe
before you open it.
To circumvent this warning. you would need to click on ... and then Keep, then Show more and then Keep anyway.

On macos. you will see 3 message like: "2AP.app” cannot be opened because the developer cannot be verified.
To circumvent this warning, you would need to go to System Preferences > Security & Privacy at the bottom of the dialog. You will see 3 message saying that
“ZAP" was blocked. Next to It. if you trust the downloaded installer, you can click Open anyway.

©  Checksums for al of the ZAP downloads are maintained on the and in the relevant

o As with all software we strongly recommend that ZAP is only installed and used on operating systems and JRE that are fully patched and actwely maintained.

ZAP 217.0

Windows (64) Installer 288 s
Windows (32) Installer 200 18 m
Linux Installer 236 18
Linux Package 331 Download
macOS (Intel - amd64) Installer 260 18

macOS (Apple Silicon - aarch64) Installer 264 18

Cross Platform Package 273 M

SINQJRITY



OWASP ZAP

Tumsuduldau ZAP isanansalalusunsuniy Terminal sagfde zaproxy visasenldanuyweundiadule

1319 ZAP 5uvnau aziivtnaeaauauInsgeinsasslusiand s eldidulusianddas lundlisidenldlusianddinsnlaeidan No Lil9da1nisn
hildmawhauiulusendawnlngfsduiesiuiindeyaiulildnusdeiomae i

Do you want to persist the ZAP Session?

. Yes, | want to persist this session with name based on the current timestamp
Yes, | want to persist this session but | want to specify the name and location

® No, | do not want to persist this session at this moment in time

.~ Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

Help Start

SINQRITY



OWASP ZAP

N19AA Proxy

Tu ZAP is1anunsandniilonouusniiges Firefox Negnssrnuuianvesuauiuuy ielawsiwesngnasanl dasanthaumnlaviui:

U

[StandardMode v |1 B H B @ & &% A * e D@z & 8 ¢ @ O %@Ei-me 8(@) _

. £
@ Sites + JOpenthebrcwseryou've chosen in the Quick Start tab pre-configured to proxy throuthAPl
o o . ,

'Header: Text v EBody: Text v [j

Tunanee nsdl nenafosnsliiiuiusiiwesases wu Firefox lunsvh Pentest @annsazldau Firefox saufuiadasile Web Proxy tu 151s1fuges
dludsnliusiwesisinu Proxy mdnudedeu tanmnsdlufmuasieséaynisieen (Preferences) vas Firefox Litsey Proxy Timsaity
Listening Port 989 Web Proxy tuqlasuniiuds ZAP agldwedn 8080 iursudu uisansadonldnesnaun ﬁ’jﬂqagﬂéﬁ,ﬁduﬁ’u LAIALTUABANDIA
fimdsgnldauey Proxy axliaunsaduinulduazasidonnuudaieudefinnatn Error message) Usnglumneivs: mnsdeamsideune
93 Web Proxy Tulusunsy ZAP luiunesndu isnanmnsadludealéiiuy (Tools > Options > Network > Local Servers/Proxies) #laidnagldwosn
Iy 1desnsanaeulidlainnissean Proxy lu Firefox Sussyvneiauwe fansatuifufisl

SINQRITY



nsARRdlUSUSRIRLUaRnnY (CA Certificate)

IS IL LY g
Database
Display
Encode/Decode
Extensions
Forced Browse
Fuzzer
Global Alert Filters
Global Exclude URL
GraphQL
HTTP Sessions
HUD
JWM
Keyboard
Language
Metwark
Client Certificates
Connection
Global Exclusions
Local Servers/Pro;
Rate Limit

Certificates

OAST
Passive Scan Rules
Passive Scan Tags
Passive Scanner

Quick Start Launch

OWASP ZAP

Tu ZAP is1aunsardniilonouusiiwes Firefox NgnsernuvanvewauiuuL iieldausiee

%
3 (% !

U

Search expressio |€, |Sewe|' Certificates

|@

Root CA Certificate  Issued Certificates

Walidity in Days: 365 |

PEM:

————— BEGIN CERTIFICATE-----

MITEGDCCASCgAwWIBAQIEYKZKFTANBgkghkiGOwEB
ZWQgQXREYWNrIFByb3h5IFJvb3QgQeExFzAVBgNV
MRQwEgQYDVQQKDAtaQVAgUmSvdCBDQTEUMBIGALUE
BgNVBAYTANh4MBAXDTI IMDkxMTEZMDAGOVoXDTIZ
ALUEAwWWYWmVK IEFOAGF j ayBQcm94eSBSb290TENB
NTEGNzEzNDEUMBIGA1UECgwLWkFQIFJvb3QgQBEx
TENBMQswCQYDVQQGEwJ4eDCCASIwDQYIKoZ Ihvch
AJ3f7VTPelbljzqoDxofBLLaZTDUATEBHKb7hKN -
SkliemhaycQGI1UPUTY1FNShERC4pCeCipJ+B5dE
fgG2/V7ZQ6Uqlj iwRNI rdlBTgjgmQyel FH2 fnlkX
47qlYFyoGSKOMTiV4P /W3Pn3wkU3boySa0ELQgCF
I0Xes/Tt9fAT8veS0lxVBofI4BANVNdcFjulVA3E
WCBCxkgBeeDG/+nGbBc9YjBCAWEAAaOCAX dwggF6
ggEiMAGGCSqGSIb3DQEBAQUAA4TIBDWAwWggEKACIB
2mUwl AExARSG+45jaxLGvOESgr@lh8u7un7wlGPU
YREQuKQngogSTgeXRIgYYkX/x1rittSjVMeDISYe
U4I4IkMnixR9N597F+ILz6NY3TBENGeAtiMCey4do

9BIFN26Mkmj hCOIARUMkAf/4voJGBbSTVGxc fPCO
waANT172¥YRY7i FNNyNvATCNNINAFanT 1INnR+ulk v

ih Generate
LI Import
G, View

i Save

Reset to Factory Defaults

Cancel oK

SanmaA a1 nTIuLlg Ul

SINQJRITY



OWASP ZAP

ZAP Scanner

ZAP fasnniauiu Web Scanner Tusn Ine ZAP Scanner tudlmnuanansatunisasisuauiaiuled (Site Maps) @aenisid ZAP Spider wazanansasin
NTaLAULATIILUU Passive lag Active [ioAUMABIIRIUTZLANAS)

SINQRITY



OWASP ZAP

Spider

WENAUT ZAP Msagiauldau Spider aunwiuldiu isnanunsavilalagluiiuiiu History den Request MIdaan1s udpdnudoniuy (Attack >
Spider) 8nsuilsfian1sldauriiu HUD vwusiwesn ZAP asaunti Wewsidniudminiunseiulednsesansawnuua Tiednfiduiidesuuuny
AU (Spider Start) S¥UVALUAAIMUNANTUL N AL BUTUNSISNALAY:

@ Sites 0‘)
(% 0) (Start %)
D a
(1) @)
(< 18) (2 )
o a

(+)

Categorized as Uncategorized

nueLAn: Welsmaniiuu Spider lusunsu ZAP onawdadeowiniuledalaguulildegluveuiun (Scope) 1aas1 wazazauinsdosnsiiy
Aulaitdnlulu Scope Tnadnluiineusuawnuviseld Fslunsdliiisnanunsanaudn Yes' otas Scope Aognuas URL 7 ZAP 9=y svagey
WNLSISNMTALN UMY Fusrausauiunas Scope laloaitaruunliaununanaiulsavionas URL wioniu assiniiuidnming

(Targets) nanee) wieinluly Scope g todunaauwansglun1sinauveInIsawny S IN (()J RITY



OWASP ZAP

ﬁuﬁ‘ﬁmﬂaﬂﬁu Start ULWEANS Pop-up S2UUawSuving Spider Gules Tneazdumaadisngg LAZATIAABUAINYNABDS Fanszurumsiiazedeadaiunsinay
989 Burp Crawlensiannsainauainaauninvesnisaunuleiieain HUD Ustaulul Spider visanuvtinvevian (ZAP Ul) Faunfudalusunsuezaduludauiu
Spider Wlnednlusid ieuanianugaAuAuntuas Request #nee ‘ﬁgﬂﬁﬂ’a’aﬂlﬂLﬁ@ﬂ’lﬁﬂLLﬂULa%ﬁ]gu \anunsanTIvEeuNadnSlaTiuiy Sites UunThaendnves
ZAP vieeaniusnuuLaud1um (Sites Tree) Uu HUD Swazuanssenativleduaglaisnneddosimuaiinsanulusuuuulassadadulsl (Tree-list) fianunsana
VEERIILazdLale

Sites Tree

[-] Sites
[-] http://46.101.23.188:30873

GET: http://46.101.23.188:30873
GET: ?p=9

GET: ?s

[+] devtools

[+] index.php

GET: robots.txt

GET: sitemap.xml

POST: wp-comments-post.ohp

SINQRITY



OWASP ZAP SINQRITY

Passive Scanner

Tuveueil ZAP Spider fdwhauuagds Request L8 Endpoint fi149 s2UUagIN53U Passive Scanner lunfaufulagsnlusiiluyng Response 7
1¢%u lenmnaeumignitenagousglu Source Code iU NM59A Security Headers wi3ataslyiuszinn DOM-based XSSHewni usiisiaeds
la/l#\3u5u Active Scanner usisonaiuiiuudadion (Alerts) Buuanssenstlyminsamuiunniauds lnenudafeutuunududiosuans
ﬂcgmﬁwuluwﬁqL%U{]af\;ﬁ’uﬁmﬁﬂé’u%agj AULURUINIZLER NS TU Lo ualuS useUnawrd Fasrudetlymiinsranuun

NUDUY Y

Site Alerts X
9 Pm e @ High Medium Low Informational
(@ off ) | Start ¥ s
E" Start *‘ X-Frame-Options Header Not Set (8)
(o J - siet 84 http://46.101.23.188:30873/
(¥ 1 Page Alerts: Medium ) (Off §3)
Y —T‘. http://46.101.23.188:30873?s
(7 2) (o M)
™) e Meris Wediom T http://46.101.23.188:30873/devtools/
{:,' 15'\“ ) Tf; http://46.101.23.188:30873/index.php/2021/08/11/customer-support/
(+) 2 m) http://46.101.23.188:30873/index.php/2021/08/11/customer-support
(&) [?replytocom=2

httn:/146.101 23 18R:30R73findex nhnlauthor/academy/
Categorized as Uncategorized
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Active Scanner

dletayaly Site Tree YDUIWMAAITULINA 157989U150ABNTIYY Active Scan UUKAUSUTIRNBITUNITARNUKUY Active UUWELIUTIMLATIATIaNY
wnis8slailaviinssu Spider Scan vuiueUnAaduINnow ZAP 29gvi1n133u Spider Tilnednlusidiiioasns Site Tree drusuldiludmngluns
Aunl Laziile Active Scan 13U¥19U L1EUNTORAANANAURLN A lUANWUELABIAUADUNLTYIN Spider Scan

@
5

®
o
£
®
Iy
-
¥

Active Scan 4%

2

CEREEEE
@@eaeBIB

Categorized as Uncategorized
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SINQRITY

Active Scanner agneneuldgunuunslauiivainvatefuniivwag HTTP Parameters Msvunfiseyld ierumgealwililaunniigawinnvesiila

P & ° . = § v i 2 & a . o o o & 1 [V a o P
W]EJLVG!UﬂWﬁVﬂ\ﬂUGUEN Active Scanner ﬁ]ﬂ“ﬁL’Ja’lu’mﬂ’J’lﬁ]sLaiﬁ]a‘lﬂ,ummzw Active Scan NMMaInN1NuU Li']'i]gLWU'JTlJIﬂJLLQQLWE]u (Alerts) LIUUTIHATITLLRY

I QI dy dl o dl QI ! :j = QI a dl % dl o o o 1 yd‘ 4
bAIDULNNUINTULIBDY ) mummuﬂzgmw ZAP psany Beluninuu Lﬁ']ﬁ’]ﬁJ'liﬂﬁ]ﬁ’)’i]ﬁE]Ui’WEJaSLE]EJG]L‘IN&IL(ﬂllLﬂEJ'JﬂUﬂ'ﬁﬁLLﬂU‘I/Iﬂ’m\WI’N’mE]QVLﬂVMU’WE]

&N (ZAP Ul) Waganinng Request #naq 71 ZAP dapanluls:

% History © Search [WAlerts

@ ) New Scan Progress: 0: http://46.101.23.188:30873 v | [| [] [ S

Sent Messages Filtered Messages

1d
1,106
1,107
1,108
1,109
1,110
1,111
1,112
1,113
1,114
1,115
1,116
1,117
1,118
1,119
1,120
1,121
1,122
1,123
1,124

|| Output

Req. Timestamp

¥ WebSockets

% spider

Resp. Timestamp

) Active Scan + x

+*

POST
POST
POST
POST
POST
POST

POST
POST
POST
POST

POST
POST

Method

423

http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.
http://46.

101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.
101.23.

101.23

101.23.

URL
188:30873/wp-comments-post.php
188:30873/wp-comments-post . php
188:30873/wp-comments-post . php
188:30873/wp-comments-post . php
188:30873/wp-comments-post.php
188:30873/wp-comments-post.php
188:30873/wp-content
188:30873/wp-comments-post . php
188:30873/wp-content/themes
:30873/wp-comments-post.php

+30873/wp-comments-post . php

+30873/wp-comments-post . php

188:30873/wp-content/themes/twentytwe. ..

188:30873/wp-comments-post . php
188:30873/wp-comments-post . php

.188:30873/wp-content/themes/twentytve. . .
188:30873/wp-content/themes/twentytwe. ..

:30873/wp-content/themes/twentytwe. . .

:30873/wp-content/themes/twentytve. . .

Code

Current Scans:1 Num Requests: 1756 New Alerts:0

Reason
200 0K
200 0K
200 OK
200 0K
200 0K
200 0K
301 Moved Permanently
200 0K
301 Moved Permanently
200 0K
301 Moved Permanently
200 0K
301 Moved Permanently
200 OK
301 Moved Permanently
200 OK
200 0K
301 Moved Permanently
200 0K

¢ Export

123 ms
123 ms
135 ms
124 ms
124 ms
125 ms
114 ms
125 ms
113 ms
126 ms
112 ms
122 ms
112 ms
123 ms
113 ms
126 ms
137 ms
113 ms
111 ms

RTT

Size Resp. Header
266 bytes
266 bytes
266 bytes
266 bytes
266 bytes
266 bytes
274 bytes
266 bytes
281 bytes
266 bytes
297 bytes
266 bytes
304 bytes
266 bytes
308 bytes
266 bytes
266 bytes
307 bytes
252 bytes

a

Size Resp. Body

2,688 bytes
2,688 bytes
2,688 bytes
2,688 bytes
2,688 bytes
2,688 bytes
328 bytes

2,688 bytes
335 bytes

2,688 bytes
351 bytes

2,688 bytes
358 bytes

2,688 bytes
362 bytes

2,688 bytes
2,688 bytes
361 bytes

2,897 bytes

| Alerts W0 2 (u3 @3 Primary Proxy: localhost:8081

Current Scans {0 §0 ®0 X1 @O0 #0 0 %0,
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1191391191 VB4 Active Scan @598U ansalugnanisudasiou (Alerts) livefinnsaninsenistatneiinisdafianunansudinnisudaiou

TIVUAAITYNTIBNURAZINNTRAITN uinsudafieuseaugs (High Alerts) tusinasilugedlwinilugnisgndanses (Compromise) Viuweunandu
L= a dl 1 . Y A % dl dy

38 Back-end Server lAlagnseamnisiadniidy High Alerts S¥UUITUAAITIENITHILADUTEAUAIINTULTIGTINTIINUTULY:

Remote OS Command Injection %

Attack technique used for unauthorized execution of operating
system commands. This attack is possible when an application
Description accepts untrusted input to build operating system commands
Site Alerts X in an insecure manner involving improper data sanitization,
and/or improper calling of external programs.

Risk High
High Medium Low Informational s i

Confidence Medium
Remote OS Command Injection (1)
Parameter

Attack 127.0.0.1&cat [etc/passwd&

Evidence root:x:0:0



OWASP ZAP

SINQRITY

VUM IEazaeAN1TLALABY (Alert details window) 1518sa1unsamdni URL teieazidenuad Request uaz Response 91 ZAP 1dlunns

AFERUNULILMIL Lazlsndiannsavinnisds Request 491 (Repeat) Hun1g ZAP HUD #se ZAP Request Editor laonene:

HTTP Message %

Content-Type: text/html; charset=UTF-8

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:ix:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin:/bin/sync
games:x:5:60:games:/usr/games: /usr/sbin/nologin

:12:man:/var/cache/man: /usr/sbin/nologin

1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologin

uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin

Active Scan REEVR NG ELIEN | Replay in Browser



N13599N51897U (Reporting)

OWASP ZAP

SINQRITY

Tudunaugang L13181U150a3951897U (Report) N5IUTINENATIANY (Findings) MMiAINMTaRALIULUUANY 283 ZAP 19 Inglufiuauimmuuy

WaILaeN (Report > Generate HTML Report) anntussuvaglvisseyiumisnnanistuinlidsigauuenainil isdaunsagdeean (Export)

sreadluguuuudug 168n wu XML %38 Markdown Wleasnienenuasaiieviesud wamnsalagliddanariuiviusiweslanle:

Summary of Aleris

Risk Level Number of Alerts

Summary of Sequences

For each step: result (PassiFaill - nisk (of highest aleri(s) for the step, if any).

Alerts

Remote OS Command Injection

SQL Injection

SQL Injection - Oracle - Time Based

Absence of Anti-CSRF Tokens

Content Security Policy (CSP) Header Not Set

Directory Browsing

HTTP to HTTPS Insecure Transition in Form Post
Missing Anti-clickjacking Header

Cookie No HttpOnly Flag

Cookie without SameSite Atiribute

Server Leaks Version Information via "Server” HTTP Response Header Field
X-Content-Type-Options Header Missing
Cookie Poisoning

Session Management Response Identified

3

S w & o

Risk Level
High
High
High

Medium
Medium

Medium

Low
Low
Low

Low

Number of Instances
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ZAP Marketplace

= o

ZAP §3iifliaeslunisueeninainse (Extensibility) Juresialeswiunig Marketplace @sraglilsranunsnfinis Add-ons UselAnange ENWAIUN

Tngguaugldaulalunisdniia Marketplace vea ZAP liis1pdniiuu Manage Add-ons a1nuudeniuiuiiu Marketplace:

iStandardMode vL;QHij_@_LgJJ&fDQ@DDDD_ ®w Ve

e Sites + Installed  Marketplace
l Man Add-ons
E D Filter:

@ G Status Name Description Update  Selected |
Release  Core Language Files Translations of the core language files 15.0.0 (]
Release  Custom Payloads Ability to add, edit or remove payloads tha... 0.15.0 O
Release  Directory List w2.3 Lists of directory names to be used with F... 4.0.0 O
Release  Directory List v2.3 LC  Lists of lower case directory names to be ... 4.0.0 (]
Release FuzzAl Files FuzzAl files which can be used with the Z... 0.0.1 O
Release FuzzDB Files FuzzDB files which can be used with the Z...

Fu B Offen Fu B nd attack fi
Release  Help - Chinese Simplifi... Chinese Simplified version of the ZAP help ...
Release  Help - Filipino Filipino wersion of the ZAP help file.
Release  Help - Indonesian Indonesian version of the ZAP help file.
Release  Help - Portuguese, Br... Portuguese, Brazilian wversion of the ZAP h...
Release  Help - Russian Russian version of the ZAP help file.
Release  Help - Spanish Spanish version of the ZAP help file.
Release  Help - Turkish Turkish version of the ZAP help file.

O
O
O
12.0.0 O
3.00 O
11.0.0 O
3.00 O

Name FuzzDB Offensive
Status Release
Version 5.0.0

Install Selected

More Info Close
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Snyk Code Overview Docs

Snyk named a Leader in The Forrester Wave™: SAST, Q3 2025 >

SNYK CODE

FIND, PRIORITIZE, AND AUTO-FIX

ISSUES WITH DEV-FOCUSED SAST
SOLUTIONS

Find and auto-fix the most critical unsafe code up to 50x faster, with pre-validated fixes
from a static application security testing tool built by and for developers.

Book a live demo




Snyk Code SINQRITY

RN 25 app.snyk.io/org/sinority/projects?groupBy=targets@before&after8isearchQuery=8isortBy=highest+severity&filters[Show] =&filters[Integrations]=&filters[Collectionlds] = b d 3 = o :
sinority > Projects Add projects - View import logs
TENANT All projects
€9 Cybersafe - -
= Add filter ~ & Group by targets ~ =1 Sort by highest severity ~
P
Cybersafe Targets 2 Q

ORGANIZATION

> ©3 vedadinoft/juice-shop 9 af] <@ s

5% sinority

Dashboard .
> 04 vedadinoft/TestCICD 4 = m B m &
Projects

Integrations . .
Ready to import another project?
Members

Secure your entire stack with Snyk

Add projects

Settings




Snyk Code

@ Code Analysis

Overview  History  Settings

~ VULNERABILITY TYPES
[] Server-Side Request Fo_. 47
[J Improper Certificate Va... 13
[] Cross-site Scripting (X.. 12
[ Use of Hardcoded Pass.. 8
[] Use of Hardcoded Crede.. 8
[C] Path Traversal 7
[ Open Redirect 5
[C] Deserialization of Untru... 3
[J Use of Password Hash . 3
[ XML External Entity (XX.. 3
(] Hardcoded Non-Cryptog... 3
[T] File Inclusion 1
[] Binding to all network in_. 1
[[] Use of Hardcoded Crypt... 1
[] Use of Hardcoded Crypt... 1
[] Insecure Temporary File 1

[] Jinja auto-escape is set 1

66
67 files = {"file": ("data", data + crc32, "text/data")}
68 resp = requests.post(url + "/apisix/admin/migrate/import”, files=files, verify=False)
Certificate verification is disabled by setting verify to False in requests.post. This may lead to Man-in-the-middle attacks.
() apisix/CVE-2021-45232/apisix_dashboard_rce.py @ 3 stepsin1file
& Ignore E View details
m Improper Certificate Validation - SSL Verification Bypass & SCORE

811

SNYK CODE  CWE-295 %

30 print('[*] Creating a session using the provided credential...")

31 get params = {'q’:'user/login'}

32 post_params = {'form_id':'user_login’, 'name': username, 'pass' : password, 'op':'Log in'}
33 print('[*] Finding User ID...")

34 session.post(target, params=get params, data-post params, verify=False, proxies=proxyConf)

Certificate verification is disabled by setting verify to False in post. This may lead to Man-in-the-middle attacks.

() drupal/CVE-2018-7602/drupa7-CVE-2018-7602.py 2 3 stepsin 1 file

& Ignore E& View details



10f 122 issues

Snyk Code

Group by none v Sort by highest severity v

I3} saL Injection ¢

SNYK CODE CWE-89 ®

15
16
17
18
1s

1 Learn about this type of vulnerability and how to fix it

ctx.response.type = "html’

let id = ctx.request.query.id || 1

let sql = "SELECT * FROM "user" WHERE "id"

const res = await client.query(sql)

Unsanitized input from an HTTP parameter flows into ¢

vulnerability.

() node/CVE-2017-16082/www/app.js &

2] saL Injection &

SNYK CODE  CWE-89 &

Unsanitized input from an HTTP parameter flows into guery, where it
is used in an SQL query. This may result in an SQL Injection
vulnerability.

Data flow - 12 stepsin 1file

v node/CVE-2017-16082/www/app.js 12 steps
»  17:26 query. gquery, ctx.regquest.guery, ... SOURCE | 1-7
> 18:52 id, ‘SELECT * FROM "user" WHERE "id" = $.. 8-10
v 19:36 gql query 11-12
136 | sql 1
:30 | query sink | (12

Find out how to remediate this issue through our Fix analysis »

) node/CVE-2017-16082/www/app.js ©

T

11

12 client.connect()

13
14
15
16
17
i8
19
20
21
22
23
24
25
26
27
28
29
30
31

22 app.listen(3000)

SCORE

QN1

»

app.use(async ctx => {
ctx.response.type = "html’

b

let id = ctx.request.query.id || 1
let sql = “SELECT * FROM "user" WHERE "id" = ${id}
const res = await client.query(sql)

ctx.body = “<html>

SINQRITY

Fix analysis X

<tr><th>id</th><td>${res.rows[0].id}</td></tr>
<tr><th>name</th><td>${res.rows[@].name}</td></tr>
<tr><th>scored/th><td>${res.rows[0].score}</td></tr>

& Ignore



Snyk Code

I3} saL Injection ¢

SNYK CODE  CWE-89

Details

In an SQL injection attack, the user can submit an SQL query directly to the database, gaining access without providing appropriate
credentials. Attackers can then view, export, modify, and delete confidential information; change passwords and other authentication
information; and possibly gain access to other systems within the network. This is one of the most commonly exploited categories of
vulnerability, but can largely be avoided through good coding practices.

Best practices for prevention

Avoid passing user-entered parameters directly to the SQL server.
Avoid using string concatenation 1o build SQL queries from user-entered parameters.

When coding, define SQL code first, then pass in parameters. Use prepared statements with parameterized queries. Examples include
SqlCommand() in NET and bindParam() in PHP.

Use strong typing for all parameters so unexpected user data will be rejected.

Where direct user input cannot be avoided for performance reasons, validate input against a very strict allowlist of permitted characters,
avoiding special characters suchas ? & / < » ; - ' " \ and spaces. Use a vendor-supplied escaping routine if possible.

Develop your application in an environment and/or using libraries that provide protection against SOL injection.

Harden your entire environment around a least-privilege model, ideally with isolated accounts with privileges only for particular tasks.

Example fixes ®
() andrei-tatar/HAP)s «1/3»
7 — var -e = _r'eq.body.id;
7+ var device = node.device(req.body.id);
2 2
g =
9+ if (device) {
le 1@
u o - var value - req.body. tenperature;
11+ if (!device.init_temperature) {
12 12
13H | | | | device.init_temperature = true;
13 14
15H | | | | util.createProperty(device, temperature’, req.body.
14 16
5 - db_serialize(function() {
17+ 7
16 18
v - db.run(“begin transaction”);
18 =
15— db.run("creste table If not exists " + tableNane + * (t]
20 —
2~ db.run(tinsert into * + tablenane + * values (2, 2)" [t
22 —
2 dbrun(eomit’);
24 —
s
19+ else
26 20
ZJH | | | | device.temperature = req.body.temperature;
27 22

& Ignore

SINQRITY
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